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Document Version ' Retention Period 5years
/<& ESP32-H2 RIIF=mHARK
Upgrade of ESP32-H2 Series Products
PCN &5 RHEBHA
PCN No. PCN20250104 lssue Date of PCN 2025/03/07
it EEE~mE
EERE R KB
Proposed Date of | 2025/05/07 Proposed Date of | 2025/06/30
First Shipment
Ch
ange After Change

PCN 35E2/PCN M ZFFPEE#HE/ Customer Approval Required
Category O & F i@/ Customer Notification

1. &A=&/ Affected Products

REMTmeE ESP32-H2 RIS H. RA. F&iR, REESFREMT:

The affected products include the ESP32-H2 series chips, modules, and development boards. The
specific model list is as follows:

1) &A=&/ Chip Products

TEFITEAE TEFITHAE TEmE
Ordering Code Before Change Ordering Code After Change Change Item

ESP32-H2FH2 ESP32-H2FH2S Chip revision from v0.1 to v1.2

ESP32-H2FH4 ESP32-H2FH4S Chip revision from v0.1 to v1.2

2) 18248755/ Module Products

Module Product Name

Ordering Code
Before Change

Ordering Code
After Change

Chip on Board
Before Change

Chip on Board
After Change

ESP32-H2-MINI-1

ESP32-H2-MINI-1-H2

ESP32-H2-MINI-1-H2S

ESP32-H2FH2 ESP32-H2FH2S

ESP32-H2-MINI-1

ESP32-H2-MINI-1-H4

ESP32-H2-MINI-1-H4S

ESP32-H2FH4 ESP32-H2FH4S

ESP32-H2-MINI-1

ESP32-H2-MINI-1-N2

ESP32-H2-MINI-1-H2S

ESP32-H2FH2 ESP32-H2FH2S

ESP32-H2-MINI-1

ESP32-H2-MINI-1-N4

ESP32-H2-MINI-1-H4S

ESP32-H2FH4 ESP32-H2FH4S

ESP32-H2-MINI-1U

ESP32-H2-MINI-1U-H2

ESP32-H2-MINI-1U-H2S

ESP32-H2FH2 ESP32-H2FH2S

ESP32-H2-MINI-1U

ESP32-H2-MINI-1U-H4

ESP32-H2-MINI-1U-H4S

ESP32-H2FH4 ESP32-H2FH4S

ESP32-H2-MINI-1U

ESP32-H2-MINI-1U-N2

ESP32-H2-MINI-1U-H2S

ESP32-H2FH2 ESP32-H2FH2S

ESP32-H2-MINI-1U

ESP32-H2-MINI-1U-N4

ESP32-H2-MINI-1U-H4S

ESP32-H2FH4 ESP32-H2FH4S
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ESP32-H2-WROOM-02C |  ESP32-H2-WROOM-02C-H2 ESP32-H2-WROOM-02C-H2S | ESP32-H2FH2 | ESP32-H2FH2S
ESP32-H2-WROOM-02C |  ESP32-H2-WROOM-02C-H4 ESP32-H2-WROOM-02C-H4S | ESP32-H2FH4 | ESP32-H2FH4S
ESP32-H2-WROOM-03 ESP32-H2-WROOM-03-H2 NA ESP32-H2FH2 NA
ESP32-H2-WROOM-03 ESP32-H2-WROOM-03-H4 NA ESP32-H2FH4 NA
ESP32-H2-WROOM-07 ESP32-H2-WROOM-07-H2 NA ESP32-H2FH2 NA
ESP32-H2-WROOM-07 ESP32-H2-WROOM-07-H4 NA ESP32-H2FH4 NA

3) FFAMRF=d/ Development Board Products

Development Board Product Name (I;redf(e):iengtfao:gee Olr\cfjtee rrircl:igr?gee
ESP32-H2-DevKitM-1 ESP32-H2-DevKitM-1-N4 ESP32-H2-DevKitM-1-N4S
2. TTERFA/ Reason for Change

1) & 1 RRBERIFEARMNL, #H—FREA ESP32-H2 RFIT 148,

2) HBTALFENFRERGEFEARS, IXKSTEEFIEN~H, QABEHTITERE,

1) Upgrade ESP32-H2 series of chips to further improve the performance for the products listed in
Para 1.

2)  Chip revision v1.2 and previous chip revisions are not software compatible. Espressif has updated

the ordering codes to distinguish between them.

. T EHEAR/ Description of Change

EZS& 1 A ESP32-H2 RIIF-RISHEHERELEE, SHARERER v0.1 ALA vi1.2, =H#HHY ESP32-
H2 frZs v1.2 5FKhZAB ESP-IDF #BHER, MU RTeEFHaE, ESP32-H2 v1.2 FINAEMRINAEL
WEEABIMRE |, &% 1 RFHNBANFARFRPERNESH R ESP32-H2 &5, Fitthi#1T4E
W,

The ESP32-H2 chip revision v1.2 involves a metal layer change to the chip revision v0.1, providing
enhanced security performance when used with the required ESP-IDF version. For the new features and
improvements in chip revision v1.2, please refer to Appendix I. Modules and development boards listed

in Para 1 are based on ESP32-H2 series of chips and thus will change accordingly.

. TEXFLL/ Change Comparison

ERMIR |. TEXTLL,
Please refer to Appendix I: Change Comparison.
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5175/ Identification Method:

SAFm: BEFmES, eFuse K= mmEl,

BAMA LR m: BEmiS, E0HRB eFuse, RARKRELZENNRIEIFIRAL, ™ mIMEIREH
B PW S,

Chip products: Identified by part number, eFuse bits and chip marking.
Module and Development Board products: Identified by the part number, chip eFuse, specification

identifier on the module shield marking, or PW No. on carton box.

5. TEEM/ Impact of Change
1) SBAIMEARE/ Quality & Performance:
ESP32-H2 BHARZA v1.2 HASELIEERRAHY ESP-IDF £/, A& ESP-IDF hiZAiES N FEEE 5-5)
FRRYRME “ESP32-H2v1.2 FrsE ESP-IDF hRA” . EFAEKARZAHY ESP-IDF AJIEE A ESP32-H2v1.2
AYIFE=@mHFINA ESP32-H2 v1.2 FRigtEMIAIThRE R IR ThREM (L, ESP32-H2 v1.2 FrIhBRERINRE(R
HEBREIMR |

The ESP32-H2 chip revision v1.2 must be used with a specified version of ESP-IDF. For details, refer
to Table Required ESP-IDF Version for ESP32-H2 v1.2in Para 5-5) below. With the required ESP-IDF
version, you can use the new features and the improved existing features in chip revision v1.2, see

Appendix | > New Features and Improvements.

2) 3ZHA/Delivery:
NFLEERMRA, RERRFTRIERSEAR (Standard Lead Time) R,
NFEEFINIBRA, RERREHNITK; BEFITEER, BSUVRREARETS AR,

HNREMLN, TR HIANRAZ B H TR 2R,
The upgraded products will maintain the standard lead time.
For products with ESP32-H2 chips prior to revision v1.2, Espressif has no future supply plans. If you

have order requirements, please contact Espressif's sales team as soon as possible.

To ensure the smooth delivery of future orders, customers are advised to promptly complete

software upgrades and verify the updated product.

3) 3THIfLES/ Ordering Code:
oA, RANALERSR: BEERFMIITEAB TR, TEEFITWABESIEE 1
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Chips, modules, and development boards: Please place orders using the new ordering code. Refer to
Para 1 for the updated ordering code.

4) A/ Certification: &M/ No impact

5) {4/ Software:
fEE ESP32-H2 RFIALKA v12 AT RE, MIRELFERNERET v1.2 NSHRE, WIMER
ESP-IDF IRATIEETLARA v1.2 TH. AMEFEREMY, B ESP-IDF AREBKRELIHESHRE (B
TR “ESP32-H2v1.2 FifE ESP-IDF ARAE” ) o 1§ ESP-IDF AREZTRBAXESHAT, BERE
Kconfig A * ESP32H2_REV_MIN" WEEEARLZ, RARBEMMIFITHEINXMGF. HMFENTESISTHDIE
ZHIBGRHARE R v12 £iE1T. SEMEA LR ESP-IDF BRRAH B RARIF T Z#HIHE, N
TEBERRME,

As the ESP32-H2 chip series upgrades to the v1.2 chip revision, if you are using a pre-v1.2 chip
version, your existing ESP-IDF version may not be compatible with the v1.2 chip. To ensure
compatibility and to have the same binary supporting ESP32-H2 v1.2 and the older version of the
chip you are using, please make sure the binary is built with ESP-IDF version equal to or higher
than the required version (see Table Required ESP-IDF Version for ESP32-H2 v1.2). If not, please
upgrade ESP-IDF to the required version or higher and rebuild your binary with Kconfig option *
ESP32H2_REV_MIN" unchanged. The built binary is able to run on all existing chips and on ESP32-

H2v1.2 as well. If your binary is already built with these versions, there is no need to upgrade your
software.

ESP32-H2v1.2 Fr&% ESP-IDF hRZs/ Required ESP-IDF Version for ESP32-H2 v1.2:

R FRRZAS HEFERRZS {2 ESP32-H2 v1.2 kA= RAYER ESP-IDF RRZs
Release Branch Recommended Required ESP-IDF version with ESP32-H2 v1.2
5.5 RRE LA ERRZA 5.5 (¥it 2025/8 A%%)
release/v5.5
5.5 or above 5.5 (Release scheduled for August 2025)
5.4.1 RRELL ERRZA 5.4.1 (Fit 2025/4 B%7%s)
release/v5.4
5.4.1 or above 5.4.1 (Release scheduled for April 2025)
5.3.3 MEL_ERRES 5.3.3 (Fiit 2025/3/27 %70)
release/v5.3
5.3.3 or above 5.3.3 (Release scheduled for March 27, 2025)
5.2.5 BELI_ERRES 5.2.5 (BE47%)
release/v5.2
5.2.5 or above 5.2.5 (Released)
5.1.6 RELERRZAR 5.1.6 (B%%)
release/v5.1
5.1.6 or above 5.1.6 (Released)
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6) AP/ Datasheet:
ESP32-H2 AFISAFEAIMEE: AINSHMRZS v1.2 FigEIhaeHF B AT,
ESP32-H2 FREEARAMER: FIEALANRESH UREARITHERIE,

ESP32-H2 Series Datasheet: Add the new features introduced in chip revision v1.2 and update the

chip ordering code.
All ESP32-H2 Module Datasheet: Update the embedded chip in the module and module ordering

code.

6. TFrIfar- @8/ How to Deal with Products
FIFO

7. ¥xR/ Related Report(s):
M RF Performance Test Report Pass
8. tAfFREMISIFEIN/ Verification Suggestion To Users
EEREEEF A, BRRENRGEARERESERMAXESHRAD ESP-IDF,

Before using the updated product, ensure that your software has been updated to the required

version or above of ESP-IDF.

www.espressif.com Page 5/ 8




[B) ESPRESSIF

Appendix | ZEXFEL/ Change Comparison

1 F@mEAHREE/ Product Basic Information
No. mAB/ Item & hij/ Before Change TE 5/ After Change
1.1 Chip Revision v0.1 v1.2
eFuse IR/RfiI/ eFuse identification bit
EFUSE_RD_MAC_SYS_3_REG[22] 0 0
EFUSE_RD_MAC_SYS_3_REG[21] 0 1
1.2
EFUSE_RD_MAC_SYS_3_REG[20] 0 0
EFUSE_RD_MAC_SYS_3_REG[19] 0 1
EFUSE_RD_MAC_SYS_3_REG[18] 1 0
. BTE, BEEIEE L
1.3 Product Ordering Code Changed and can refer to Para 1.
Pt —+t @
Espressif Logp ——F—— \\
(
1.4 Chip Maltking ) ) Product N\ame ———+————=  Product Name
(Espressif Tracking Information) Date Code WWYYYY
HOOXXXXXXX e——— Flash Tracking Code
ESpI’eSSIf ..............................................
Tracking Information LER
XBXXXXXXXX XFXXXXXXXX
&) ESPRESSIF
Module Product Name
15 Module Marking
) (Specification Marking Line)
FEGARE (5)
BHERAT
[o000cx |
MBXXXX MEXXXX
2 |[ESP32-H2 #IhaeXIheefi{b{E B/ New Features and Improvements
No. H/ Item 58I/ Before Change L& G/ After Change
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BEIRERI NS

21 Power Glitch Detector

TEIREERINES
No Power Glitch Detector

Mg EREERINZS, ESE ESP32-
H2 RIISHEAIEB-ERHEEER
iopll[E3
Add Power Glitch Detector. See
ESP32-H2 Series Datasheet > Section
Power Glitch Detector

2.2 |AES/XTS-AES

B G hIEINRE

No anti-attack pseudo-round function

GG A TNRE, RIIGIRT
DPA/CPA &
Add anti-attack pseudo-round
function, to enhance the chip’ s anti-
DPA/CPA performance

2.3 |ECC/ECDSA

T E BT a]/ ThFERE S
No constant-time/power mode

I E AR/ IOFEES, REEIIKRE
48
Add constant-time/power mode,
providing high anti-attack

performance

24

ELhIhaELE R I RER ESP32-H2 RFSHENRRE
For more details on feature improvements, refer to the ESP32-H2 Series SoC Errata.
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HREFIT IR
Espressif Email Notifications

FRENEIMBFREBSTFHEBERS, AP BSREITHARAGEREASEER, FiEh@ifl. PCN Fapf
piizh 31

Espressif sends email notifications of technical documentation changes, along with newsletters, PCNs
and other valuable information, to subscribed customers only. If you wish to stay updated on our
products and services, please subscribe here.

EFMEER
Customer Response Requirements

WEF#ERESE/ Change Requiring Customer Approval:

a) FERMEFRERE PCN BRY 30 RRERIFRZSHWE PCN, NEFRIEZEUWEI PCN 589 30 RAZHIE
WE, MAEFIREIZE,
Customers are requested to acknowledge receipt of the PCN within 30 calendar days from the date
of issue of the PCN. Customers would be considered as notified 30 calendar days after issue of the
PCN if no acknowledgement is received.

b) B%% PCN ZHE 90 XA, FEF&BEAAEMRGE, NRTFEFERZPCN,
The lack of any additional responses from customers within 90 calendar days from the date of issue
of the PCN constitutes acceptance of the proposed changes.

Z FE40/ Customer Notification:

a) BPFERESRFZALAH PCN G 14 XNBHARFZWEZ PCN. WNFFREZWEI PCN 14 BRIGSRTE, MMA
EFH#aikiz PCN,
Customers are requested to acknowledge receipt of the PCN within 14 calendar days from the date
of issue of the PCN. Customers would be considered as having acknowledged the PCN if no response
is received after 14 calendar days.

EP#{LE/FIMER
Customer Approval/Acknowledgement and Remarks

BF QB2

Customer’ s Company Name:

Ot /tiA Accepted/Acknowledged
PCN iFERZ5 2/ PCN Review Result: | OFt#/ Rejected
OB ZE S/ Further Analysis Required

EPENR/Comment:

NEHRAERZ NERERARR

Representative’ s Name: Representative’ s Job
Title:

NEHRAZER HER

Representative’ s Date:

Signature:
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